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TODAY’S TALK 

•  Payment System Basics 
•  Different Types of Providers 
•  Debit vs. Credit 

•  Integration Tips & Techniques 



PAYMENT SYSTEM 
BASICS 
Term What you need to know 
Issuer Bank The bank that issued the credit or 

debit card being used in the 
transaction. 

Merchant A business accepting payments. 
Payment Gateway A service that provides merchants 

with an interface to the various 
points of a transaction pipeline. 

Payment Processor (also called an 
Interchange) 

An entity that processes payments 
on behalf of banks. 

Card Association MasterCard, VISA, American 
Express, Diners Club 

Acquirer Bank The bank that provides the 
payment gateway to the merchant 

PCI-DSS Payment Card Industry – Data 
Security Standard 



PAYMENT SYSTEM 
BASICS 
Term What you need to know 
3D-Secure XML-based protocol for additional 

security on top of credit and debit 
transactions. 

“SecureCode” / “Verified By Visa” / 
“J-Secure” / “SafeKey” 

Marketing terms for 3D-Secure 
technology adopted by major 
associations to combat fraud. 

PSP Payment Services Provider (a 
company outsourced by banks to 
handle network transactions) 

ACS Access Control Server, the server 
that controls the username/PIN 
used in 3D-Secure. 

MPI Merchant Plug-In. The magic sauce 
that makes your shopping cart 3D-
Secure Compliant 



HOW A (CREDIT) 
TRANSACTION WORKS 

From: http://www.cybersource.com/developers/learn/getting_started/how_payment_processing_works/ 



HOW KNET (DEBIT) 
WORKS 



HOW KNET WORKS 
(REALLY) 
1.  You go to a merchant that has a POS terminal. 
2.  The merchant plugs-in your card, and punches the amount you 

need to pay. 
3.  You enter your PIN. 
4.  POS terminal communicates with KNET 
5.  KNET knows which is your issuer bank. 
6.  KNET asks the issuer bank to verify your PIN, and if you have 

sufficient balance. 
7.  Yes? The amount is deducted from your account, and put into a 

“suspense” account. Terminal prints the receipt. You enjoy your 
cupcake. 

8.  No? Terminal prints the receipt, and you L 
9.  Next business day, banks settle out these “suspense” accounts, 

and the businesses get their money (minus any transaction fees).  



HOW KNET (DEBIT) 
WORKS (ONLINE)  
1.  You open your “resource” file, this is your “POS terminal”. KNET 

treats online gateway just like a normal POS machine. 
1.  This file contains your merchant ID, and various other configuration 

information. 
2.  You send KNET a request to initiate a transaction. This request 

includes: 
1.  The currency 
2.  The amount to be debited 
3.  Your error and success links 
4.  An unique ID identifying this transaction on your system. 
5.  Any other data that you want to associate with your transaction. 

3.  KNET accepts your request, and send you a payment ID generated 
by KNET. 

4.  You redirect your user to the KNET page, with this payment ID. 
5.  KNET will then redirect to your site’s success or error links based 

on the transaction result. 



DIFFERENT 
TYPES OF 
PROVIDERS 
FOR CREDIT, DEBIT AND PAYMENT 
PROCESSING SERVICES – IN KUWAIT 



KNET 

•  This is a company that is designed to facilitate 
transactions inside Kuwait and within the GCC. 

•  All banks are wired into KNET. This is how the ATMs and 
Point of Sale terminals work with your debit cards. 

•  KNET is also responsible for linking with other regional 
payment networks: 
•  GCCNET 
•  BENEFIT (Bahrain) 
•  NAPS (Qatar) 
•  SAMA (Saudi Arabia) 
•  UAE 



ISSUER BANKS 
•  Any bank in Kuwait that offers you a debit card with an 

association logo. 
•  So pretty much, all banks in Kuwait? Yes. 
•  All banks are routed into KNET, but not all banks are members 

of KNET: 
•  BNP Paribas 
•  Citibank 
•  HSBC 
•  NBAD 
•  Industrial Bank of Kuwait 

•  All issuer banks can offer you KNET (debit) payment 
gateway, and credit card gateway. 



ACQUIRER BANKS 

•  These banks have the ability to acquire credit card business 
for point of sale. This only applies to credit cards and not 
debit cards. 

•  The following are acquirer banks: 

•  National Bank of Kuwait 
•  Gulf Bank 
•  Commercial Bank of Kuwait (CBK) 
•  Kuwait Finance House 
•  Burgan Bank 

•  Generally speaking, the acquirer bank will give you a better 
rate than an issuer bank for point of sale transactions. 



AMERICAN EXPRESS 

•  For American Express, the issuing company is the issuing 
bank.  

•  Cards are issued directly through American Express. 

•  Merchants can sign up directly with American Express for 
processing of American Express cards. 



PAYMENT GATEWAYS 

•  Unless you are dealing with KNET or American Express, 
all payment providers are considered “3rd Party”. 

•  You must have at a minimum the following: 
•  Functional website (even if it’s a web front for your mobile 

app). 
•  SSL Certificate (your site must work with https://) 
•  Privacy Policy, Terms of Service 
•  Contact Information that actually works. Don’t use a 

Skype number and then don’t answer it. 
•  The above is my recommendation, and some integration 

methods do not need all these requirements. 



3RD PARTY PROVIDERS 

•  They assume the risk for your business, so each has their 
own policies and procedures. 

•  All entities (business or individuals) that transfer money 
(or money equivalents) needs to go through Know Your 
Customer (KYC) process by their financial institutions to 
combat money laundering. 

•  Each 3rd Party Provider will have a list of restricted goods 
that they will not process payments for. 

•  If you are selling soft goods, you are a high risk merchant. 

•  Each will have their own “retention” policies (funds that 
are withheld for chargebacks). 



PAYMENT GATEWAYS 
Gateway Name Services Provided Average Difficulty 
PayPal Credit Card Payment 

ONLY, cannot withdraw 
funds (yet). 

Easy 

2CheckOut Credit Card Payment, 
debit to account direct. 

Easy 

Moneybookers/Skrill Credit Card Payment / 
direct debit to account 

Easy 

CyberSource Credit Card Payment + 
3D Secure, direct debit 
to account. 

Medium 

KNET Debit Only Not super difficult, but 
getting there. 

cashU Pre-paid Easy 
Authorize.NET Credit Cards Easy/Medium 



INTEGRATION 
OPTIONS 
Gateway Name Notes 

PayPal Web-only (no SSL required), subscriptions, 
chargebacks; deep integration possible. 

2CheckOut Better than PayPal in terms of integration, simple 
checkout, no SSL required; easily customized 

Moneybookers/Skrill Deep integration possible, direct debit possible. Good 
competitive rates. 

cashU Web-only, limited integration. 

KNET Web-only, non-web available at high cost/approval; 
direct debit, competitive rates based on your 
“negotiation skills”. 

CyberSource The most customizable option. The End. 

Authorize.NET The “SMB” version of CyberSource 



KNET SPECIFIC 
REQUIREMENTS 

•  You need a business license. 
•  You need to have a business account at any bank. You 

cannot get KNET on a personal account. 
•  You need to have a SSL certificate. 

•  Bank will nominate you for KNET. 

•  You need to pass KNET’s testing/verification procedures. 



KNET SPECIFIC 
REQUIREMENTS 

1.  KNET officially supports: 
1.  Java based servers 
2.  ASP (Windows) based Servers 

2.  KNET uses ACI WorldWide’s BASE24 Payment Gateway 

3.  This is the same one used by BENEFIT (Bahrain) 



HTTP://GITHUB.COM/BURHAN 



CREDIT CARD OPTIONS 
(KUWAIT LOCAL) 

1.  Local banks provide three main methods for credit card 
transactions: 
1.  ACI Payment Gateway (yes, like KNET) – Burgan Bank 
2.  MiGS (KFH and others) 
3.  NBK (their own solution) 

2.  All have various integration requirements; however the 
general rules for KNET apply. 

3.  Credit Card Integration (except for Burgan Bank) is easier 
than Debit card. 

4.  By default, local banks will only accept locally issued 
credit cards for online payment. Make sure you 
specifically request international card access. 



KUWAIT LOCAL VS. 
REGIONAL 

1.  PROS: 
1.  Quick reimbursement of funds. 
2.  Easy support, works during your own business hours. 
3.  Flexibility of a banking relationship. 
4.  Only option to cater to debit-only market. 

2.  CONS: 

1.  Very poor integration options, other than redirect. 
2.  Very poor customization options. 
3.  Not friendly for international customer base (since the 

bank’s logo is shown on the payment page). 



REGIONAL 
PROVIDERS 

•  You do not need to have a commercial license. 
•  One day setup of accounts. 
•  Very easy integration (basic) all the way up to complete 

systems integration. 
•  A better, more full featured merchant interface. 

•  Most deal in major currencies only (USD, EUR). 



PAYPAL 

1.  Well known brand (customer confidence) 
2.  Horror stories in terms of business: 

1.  Unexplained freezing/suspension of funds. 
2.  Support that is very convoluted. 
3.  Freezing of accounts. 

3.  Cannot withdraw funds to local accounts (only to US 
account), can only use to pay for services using your 
PayPal balance. 

4.  Overall Recommendation: 
1.  Only use it, if you are able to utilize the balance online for 

other services. 



https://www.moneybookers.com/app/ 

MONEYBOOKERS / SKRILL 



MONEYBOOKERS/
SKRILL 

1.  One of larger, regional players. 
2.  First to offer direct debit to Kuwait. 
3.  “Comprehensive” Fee Structure. 

4.  Supports marketplaces/auctions. 

5.  Supports VISA Debit/Electron and Maestro (but really, no 
bank in Kuwait offers this for online payments). 

6.  Supports AED,SAR,QAR,OMR,JOR 

7.  Supports recurring payments 
8.  Very comprehensive API 



https://www.2checkout.com/ 

 

2CHECKOUT 



2CHECKOUT 

•  Great, easy to use shopping cart interface. No 
programming required, no SSL required! 

•  Reimburses in Kuwaiti Dinars 
•  Supports 8 Payment Methods: 

•  Visa, MasterCard, Discover, American Express 
•  Diners, JCB, PIN Debit, Debit, PayPal 

•  Requires approval process for your website: 

•  Need refund policy and privacy policy 
•  Need to look at your overall merchant website 



http://www.cybersource.com/en-EMEA/ 

CYBERSOURCE 



CYBERSOURCE 

•  Full service provider (including traditional stores – “brick 
and click”) 

•  The most comprehensive integration platform available. 
•  No redirects! Accept credit card payments directly, just like 

Amazon, Google, etc. etc. 
•  Offline support 

•  Your partner of choice if you are looking to go global/
scale. 

•  Has offices in Dubai. 

•  Absolutely not cheap to setup. 
•  Parent company of “Authorize.NET” 



https://www.cashu.com/ 

CASHU 



CASHU 
•  The “local” global player. 
•  Excellent exposure in MENA. 
•  Pre-paid cards, so easy access for your clients. Machines 

available in every corner. 
•  Multiple Business Offerings: 

•  Prepaid (cashU) 
•  Direct Debit 
•  Cash Management (COD collection service, UAE-only) 
•  IVR Integration (PSP) 
•  Reseller 

•  Simple integration platform 
•  Low risk of fraud, guaranteed payment 



INTEGRATE 
WITH EASE 
•  QUICK TIPS ON INTEGRATION AND 

PROVIDER SELECTION 



DO YOUR HOMEWORK 

1.  Know your “payment profile”: 
1.  Volume of transactions (how many?) 
2.  Value of transactions (how much money?) 
3.  Soft or hard goods? 

2.  Know your platform and limitations: 

1.  Do you have a business license? 
2.  Do you have a strong technical team? 

3.  Know your customers: 

1.  Do your research, ask questions. A/B testing. 
2.  Know where your customers are coming from, know their 

profile. 



DO YOUR HOMEWORK 

1.  Make sure your purchase workflow is complete before 
you go for payment gateway integration. 

2.  Make sure you have: 
1.  A “Contact Us” page that lists a mailing address and a 

phone number that works! 
2.  Return/Refund Policy 
3.  Fleshed out your design 



CHOOSING A 
PROVIDER 

1.  Ask questions! Check out their support page, 
documentation. 
1.  Do they have a comprehensive FAQ? 
2.  Can you get an answer to your questions in three easy 

clicks? 
2.  Check out other local merchants using providers. 

3.  Compare with the local offerings. 

1.  Local support/relationship can go a long way in ensuring 
a smooth experience. 



DON’T FORGET THE 
LITTLE GUYS 



THANK YOU 
Q&A 
@BURHAN 

SLIDES WILL BE AVAILABLE AT STARTUPQ8.COM 


